
NYPDâ€™s Drone Program Ignites Privacy Concerns and Fourth Amendment Debate

November 22, 2024 - The New York Police Department (NYPD) has announced an expansion of its drone program,
deploying 14 new drones and introducing the "Drone as First Responder" initiative. While officials, including Mayor Eric
Adams, tout the technology as a leap toward efficient policing and public safety, critics argue that it raises significant
privacy issues and threatens constitutional protections under the Fourth Amendment.

The drones, equipped with 4K-resolution cameras, night vision, and high-definition audio, will be stationed across
precincts in Manhattan, Brooklyn, and the Bronx. The devices are intended to respond swiftly to emergencies, monitor
large events, and aid in search-and-rescue missions. However, their capabilities have created concerns about potential
misuse.

Albert Fox Cahn, executive director of the Surveillance Technology Oversight Project, warned the Guardian newspaper
that pairing drones with the controversial ShotSpotter gunfire detection system creates a â€œprivacy nightmare.â€• ShotSpotter
has faced criticism for false alerts, including mistaking fireworks and car backfires for gunshots, which could lead to
unnecessary surveillance or policing in innocent communities.

The Fourth Amendment protects against unreasonable searches and seizures, raising questions about the dronesâ€™ use in
sensitive spaces, such as private homes or protests. Advocates, including the New York Civil Liberties Union (NYCLU),
say the NYPDâ€™s use policy lacks strict definitions for key terms such as "public safety concerns" or "large scale events."
This vagueness could allow drones to monitor lawful protests, chilling free speech and assembly.

Although the NYPD has prohibited the use of facial recognition technology on drone footage, the policy includes a
loophole permitting its use in undefined "public safety" scenarios. Critics argue this exception could undermine the ban,
opening the door to invasive surveillance of hundreds of thousands of New Yorkers.

There are also issues with data retention policies. The NYPD plans to store drone footage for 30 days, with provisions to
extend retention for legal processes or vaguely defined â€œother legal purposes.â€• Privacy advocates contend that longer
retention increases the risk of misuse, including creating archives of private and political activities visible only from above.

Supporters of the drone program emphasize potential safety benefits, such as faster response times and improved
situational awareness for officers. But for many New Yorkers, these benefits come at the cost of heightened surveillance.

There is no doubt that the proper use of drones will be able to assist in fighting crime. It will also reduce the risk of injury
to first responders in many scenarios. But there are significant, legitimate privacy concerns for citizens as well. And the
best way to address these is likely through legislation at the local, state or federal level. In the meantime, the NYPD
needs to strengthen its use and data retention policies in a way that firmly defines the terms those policies contain. 
by Jim Malmberg
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